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How children use the internet  

At school and at home, your child may use the internet to:  

• Research and find out information.  

• Send messages to friends through email and instant messaging like Whatsapp.  

• Sharing photos or videos of themselves and friends via YouTube, Instagram or 

SnapChat.  

• Talk to people online in chat-rooms, blogs and forums. They may also be talking 

with people during online gaming on Xbox or Playstation.  

• share information about themselves and talk to people on social networking sites 

like Facebook, Twitter, Snapchat or Instagram.  

• Share files and download music, games and film.  

  

Benefits  

Using the internet can help your child to:  

• Improve their achievement at school  

• Learn important computer skills  

• Communicate with friends  

• Improve their confidence and communication skills  

• Develop their hobbies and interests  

Find a wide range of information to help them with schoolwork 
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Contact 
  

Communication via the internet works on  
trust; we can never be sure that the  
person   we   Are

  

  communicating   with   is   who  
they say they  are. We cannot ignore the  
fact that anyone has access to the  
internet.   Sometimes   the   internet   is   used  
as a way of contacting young people for  
inappropriate or illegal purposes.   

  

Cyber - bullying 
  

Chat rooms, mobile phone texts,  
instant   messaging,   social   networking  
sites and emails can all be used to  
bully children by sending offensive  
or threatening messages or posting  
mean comments online.   

  

RISKS 

  

  
  
  
  

  

Commercial   

Buying, downloading or signing up to websites  
often requires entering personal details and  
allowing sites access   to your computer. This   may  
also be the case when accepting cookies. Your  
det ails are then available to a number of people  
and organisations who you do not know and are  
often passed on to third parties for marketing  
purposes. Signing up to some websites or pop - up  
ads can often result in viruses and invasive  
software being downloade d onto your computer,  
you may not even know that this is happening.   

Content 
  

There is always a risk of children viewing  
inaccurate,   unsuitable   and   adult   material   on  
websites. Web searches can come up with a  
lot of information and images, and some of   

it   may   not   be   suitable   for   children.   They  
may also receive emails that have  
unsuitable images, links to adult websites  
or viruses that attack the computer.  
Children also need to be aware of what is  
fact and opinion as well as know who they  
can   contact   if   they   see   something   they   are  
worried or unsure about.   

Please   also   be   aware   of   the   risks   when   using   internet/cloud   storage:   this   includes   data   being   stolen   or   lost   
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What can you do to help?  

  

General:  

• Talk to your child about the dangers of using the internet, show an interest in what they are 

doing and agree the ‘golden rules’.  

- Don’t give out personal details online, such as their name, address or school, or anyone 

else’s personal details  

- Don’t upload photographs or information onto social networking sites unless you agree.  

- Don’t arrange to meet people they have only met online.  

- Don’t open attachments to emails unless they know and trust the person who sent it.  

- Don’t buy anything off the internet without your permission.  

- Only use a webcam with people they know and trust.  

- Tell and adult if they receive any messages or material that makes them feel 

uncomfortable or makes them feel frightened.  

• Let your child know how important it is to tell you about any suspicious contacts or incidents 

of cyber bullying so you can take action.  

• Teach your child the basic rules of “netiquette”, behaving responsibly on the internet and 

keeping messages polite.  

• Let them know what kind of sites they can and can’t visit and try to encourage them to only 

use regulated chat rooms and social networking sites that are designed for their age group.  

• Take an interest in their online activities; talk to them about what they are doing and who 

they are talking to.  

• Contact your internet service provider (for example; BT, Virgin etc) for advice on family 

security settings and parental controls that can filter internet content, block viruses or spam 

email to your computer or limit access to certain websites.  

• Check settings on mobile phones, tablets and all apps. What information is being shared? Are 

comments, pictures and videos available to the public? Is your child aware of who can access 

what they are sharing? How strict are the privacy settings? Who can access the account and 

the personal details?  

• Please share and discuss any of your own tips, news, stories and concerns with teachers and 

parents. This will help everyone to keep up to date.  

  

Please check what your children are doing across all Internet devices:  

Computers, tablets, phones, TVs and games consoles.  
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Content:  

• Talk to your children about what to do if they do come across something unpleasant.  

• Use child-friendly search engines or set a search filter. Try 

http://www.safesearchkids.com/kids-search-engines/ .  

• Install filtering but don’t rely on it.  

• Talk to you service provider about content blocking.  

• If your child accidently visits an adult website or opens an unsuitable attachment, don’t over- 

react; this may make them less likely to tell you the next time.  

• If buying a mobile phone for your children, tell the service provider it is for a child. They will 

then set appropriate filters on the phone and be happy to discuss them with you.  

  
  
  

  

Contact:  

• Encourage balanced use – set time limits and agree rules as a family.  

• Remind your child to only add people to their friendship networks online if they know them 

personally. Do not meet up with anyone they have met online!  

• Remind your child not to share personal information and details online.  

• Make sure they know who to talk to if they feel uncomfortable.  

• Talk about the consequences of giving out personal info or making information public.  

• Keep the computer in a family room – do look over their shoulder from time to time.  

• Adjust privacy settings in social network sites like Facebook to ensure that you are in control 

of how much information you share and who with.  

• Pay attention to age restrictions. For example, Facebook and What’s App accounts are for 

people aged 13 and over.  

  
  
  

  

Commercial:  

• Be careful which sites the rest of the family visit.  

• Use a family email address for shopping and online forms.  

• Install software to protect your computer’s security – for example AVG Free.  

• Use the free technology: pop-up blockers & SPAM filters; and your good judgement: don’t 

reply to SPAM!  

• Check sites for extra security (padlock/green tick from Google = safe site / trusted link).  

http://www.safesearchkids.com/kids-search-engines/
http://www.safesearchkids.com/kids-search-engines/
http://www.safesearchkids.com/kids-search-engines/
http://www.safesearchkids.com/kids-search-engines/
http://www.safesearchkids.com/kids-search-engines/
http://www.safesearchkids.com/kids-search-engines/
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• Check mobile phone and tablet apps: many allow locations and personal information to be 

shared with third parties.  

• Change the settings on your internet browser to block cookies. 
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Cyber-Bullying  

Cyber bullying is a growing problem with children, it is affecting children of a 

younger age each year. In Archbishop Sumner, more than one in ten children 

feel they have been bullied online. Schools are increasingly dealing with 

issues that take place outside of school hours and are related to the use of 

technology. Cyber bullying can occur in different ways and at different times. 

It can be via e-mail, text, social media or instant messenger. It can happen 

during schooldays, at weekends, day or night: this makes it all the more 

damaging and inescapable for the child. It can be by someone you know or 

someone you don’t.  

Risks  

• Insults, name calling and cruel comments  

• Threats and intimidation  

• Manipulation or blackmail  

• Identity theft, unauthorised access and impersonation  

• Vilification and prejudice  

• Harassment or stalking  

• Publicly posting, sending or forwarding information, images or videos  

  
  

What can you do?  

• Talk to your child about the dangers of cyber bullying to ensure they are aware of what to do in 

order to prevent cyber bullying from occurring or responding to it if it does occur.  

• Be careful not to deny access. Children may feel reluctant to tell adults they are the victim of cyber 

bullying if they think that their mobile phone or access to online services may be taken away from 

them.  

• Remind your child that they must not give their mobile phone number to anyone that they do not 

trust.  

• Ensure that your child hands their mobile phone in at the school reception each day. This is the only 

way schools have of reducing the risk of inappropriate contact during the school day.  

• Try to get involved and understand the services or apps children are using. This will help you to 

better support them if things go wrong.  

• Finally, know that you can report this behaviour to a number of places (see final page); the providers 

of technology have responsibilities to ensure that users are safe and do have policies in place for 

user’s protection. And if the bullying is serious or you need help in identifying the bully then the 

police may be called upon to help resolve the situation.  

• Go to https://ceop.police.uk/ to report serious online offences.  

https://ceop.police.uk/
https://ceop.police.uk/
https://ceop.police.uk/
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 Social Media   

Although there are real benefits to kids using sites social media, including increased 

communication, access to information and help in developing a sense of self, there can be serious 

downsides to all this online sharing too. Social networking is on the rise, almost three quarters 

of ABS children have some sort of online or social media profile. This engagement online 

increases the risks of cyberbullying, posting personal information, exposure to inappropriate 

content and depression (due to ‘defriending’, bullying and content of friends’ profiles).  

Social media sites and apps include: Facebook, Snapchat, Instagram, Twitter, WhatsApp, Skype, 

Facetime, Small World, Hangouts, Doveo, Viber, Ooovoo, MSP, Musically, Pop Jam, Imoji…  

IMPORTANT: Make sure that you and your children have secured all of their privacy 

settings on each social media profile/app. Less than a third of ABS children have done this.  

This may need to be done separately between websites and apps, even with the same 

profile. Most social media platforms will have the minimal security settings in place when 

profiles first created. Please ensure this has been done!  

 

Facebook  

   To be eligible to sign up for Facebook, you must be at least 13 years old (13-18yr olds have tighter default       

privacy settings).  

  

Snapchat  

Snapchat works by sending images and videos to chosen friends. It is programmed to delete these 

pictures/videos after the recipient has viewed it (the minimum age is 13). Most children, however, are not aware 

that the recipient can take a screenshot (although you will be notified if this happens) or use special apps that 

record what you send (you will not be notified of this).  

  

Instagram Instagram is a photo and video sharing app and social media site. 

It is becoming increasingly common among children and has many social 

benefits. However, it is not without its dangers. When you first download and 

sign up to Instagram, its default privacy setting makes all photos and videos 

public. This means that anyone with an Instagram account can look at these. 

With certain programmes/applications, it is also possible for people see the 

exact locations where the picture was taken.  
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Useful Web Sites for Parents  

https://www.ceop.police.uk/  

Child Exploitation and Online Protection website. Please report any 

incidents or concerns to the school, social media site, service provider 

or police (via CEOP).  

www.thinkuknow.co.uk  

The CEOP Centre has set up its own website which has been designed 

and written specifically for children, young people, teachers, parents 

and carers.  
  

 http://www.internetmatters.org/parental-controls/interactive-guide/  

An excellent interactive guide to the parental controls you need in 

your home. This simple guide will run you through all the devices you 

might have at home. Well worth a visit!  

• https://www.nspcc.org.uk/keeping-children-safe/online-safety/ - The NSPCC offers good advice and 

resources for parents and carers.  

• www.parentinfo.org/ - Excellent new site. Developed out of a partnership between CEOP and The Parent 

Zone and contains lots of good eSafety advice.  

• www.saferinternet.org.uk - Here you will find e-safety tips, advice and resources to help children and young 

people stay safe on the internet.  

• www.childnet.com- An organisation working directly with children, parents and teachers to ensure that the 

issues of online child protection and the safe and positive use of the internet are addressed.  

• www.kidsmart.org.uk/ - Developed by the children's internet charity Childnet International and has 

excellent information on many of the technologies used by children, with guidance on how to ‘stay safe’ 

online.  

• www.bullying.co.uk - One in five young people have experienced bullying by text message or via email. This 

web site gives advice for children and parents on cyberbullying.  

• www.chatdanger.com/ - This website is about the potential dangers with interactive services online like 

chat, IM, online games, email and on mobiles. It provides information, advice, true stories and games. The 

resource page also contains a number of links to other useful websites.  

• www.digizen.org - A website designed to strengthen awareness and understanding of what digital citizenship 

is. It encourages users of technology to be and become responsible Digital Citizens.  

• https://www.net-aware.org.uk - This website is brought to you by the NSPCC and gives you a good guide of 

the social media sites that children are using.  
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